3GPP TSG SA WG3 (Security) Meeting #92 ad-hoc
S3-183016
24 – 28 September, 2018, Harbin (China)
Source:
Ericsson


Title:
New KI: Key separation for AKMA AFs
Document for:
Approval

Agenda Item:
5.5
1
Decision/action requested

It is proposed to add the proposed key issue to the TR 33.385.
2
References

N/A
3
Rationale

The proposed key issue details and security threats in Section 4 below are self explanatory.
It can be noted that the architecture of AKMA has not been defined yet. The study item description states: “The objectives of the study are to identify key issues, derive requirements and solutions to support authentication and key management for applications and 3GPP services based on 3GPP credential in 5G”. For the purposes of the present document it is assumed that the “applications” and “3GPP services” are commonly called AKMA AF.
4
Detailed proposal

***
BEGIN CHANGES
***

5.X
Key Issue #X: Key separation for AKMA AFs
5.X.1
Issue details
In a scenario where the 5G system provides cryptographic keys to AKMA AFs (either 3GPP services or third party applications), it is important to have key separation. In the sense that two separate AKMA AFs never utilize the same key. 
5.X.2
Security Threats
If there is no key separation it can lead to a situation where one AKMA AF can decrypt traffic intended for another AKMA AF.

It would also allow the possibility for an actor to inject malicious packages which the UE would conclude as cryptographically correct.

5.X.3
Potential security requirements
The AKMA architecture shall support key separation for different AKMA AFs.
***
END OF CHANGES
***
